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Introduction
Fraud is costing the UK billions of pounds every year. The impact of fraud can be 
devastating, both financially and psychologically, and victims of fraud range across 
individuals, major corporations, smaller business, as well as the public sector. Much of 
the proceeds of fraud will be laundered within the UK or moved abroad, and organised 
crime groups will likely use money mules with bank accounts to move funds around.

How to prevent petty cash 
fraud in your organisation
Organisations should be mindful that although many petty cash 
transactions are small, the real indicator of fraud is the amount 
of funds that are cumulatively disbursed through petty cash over 
the year. Consider:

•	 	Up	 to	 date	 procedures	 with	 clear	 instructions	 for	 staff	 on	
the management and use of petty cash. Procedures should 
include what the cash may be used for, the maximum limits 
for	 individual	 payments	 and	 the	 agreed	 maximum	 float	
amount to be held at any one time

•  A record of all expenditure and receipts for items should be 
kept and retained

•  Accounts should be balanced on a daily or weekly basis 
depending on the number of transactions

•  Regular audits, at least monthly, should be carried out in order to review 
the use of funds by a senior finance member of staff who is trained to spot 
irregularities

•      Reviewing security arrangements for petty cash 

How to prevent credit card 
fraud in your organisation
Credit	cards	can	be	misused	by	staff	for	unauthorised	purchases	
if there is a lack of oversight and scrutiny of the cards. Consider:

•  Up to date procedures on the use and monitoring of cards

•  Purchase limits for individual transactions, limits for monthly 
spend and merchant category restrictions

•	 	Monthly	auditing	of	transactions	by	a	senior	finance	member	
of	staff	who	is	trained	on	identifying	and	reporting	any	risks	
and breaches

•  Maintain an up to date list of all employees who have been 
issued	with	a	card.	Review	this	list	regularly	to	check	for	staff	
leavers to ensure cards are returned and deactivated. 

•  Reviewing security arrangements for cards to minimise theft 
or negligence

SCAM ALERT:

On-line and email scams relating to the Ukraine crisis
A BBC investigation has found that that there are hundreds of fake charity websites set up by on-line scammers to trick people wanting 
to make a donation to Ukraine. Some fake sites have even used the branding of charities such as Save the Children.

Scammers are always looking for a new way to make money and the Ukraine crisis has created the perfect opportunity for them.

Action Fraud is also warning about fake emails pretending to raise money for victims of the war.

The Charity Commission and the Fundraising Regulator have urged the public to ‘give safely’ and provides advice on giving donations 
to Ukraine.

Court Round-Up
 	A	 former	 executive	 officer	 who	 conspired	 to	 ensure	 a	

£22 million contract was awarded to an IT company was 
sentenced in February 2022 for bribery, money laundering 
and	false	accounting	offences.	They	abused	their	position	
as	Chief	Information	Officer	(CIO)	at	a	company	to	secure	
a multi-million pound contract for an IT company that they 
previously had connections with. An investigation by the 
City of London Police found that the CIO had received 
over £474,000 in bribes during their employment with the 
company. Following a six week trial, the CIO was sentenced 
to 6 years imprisonment for bribery and 18 months for false 
accounting.

  A treasurer who defrauded a primary school’s PTA has 
been jailed. They also took money while working for an 
estate agency. The treasurer pleaded guilty to two charges 
of fraud, one involving the PTA and the other for the estate 
agency, which saw them defraud more than £102,000 in 
total.  Admissions were made to fraud by abuse of position 
and they were sentenced to 30 months imprisonment in 
February 2022.

	 	A	 former	 finance	 manager	 responsible	 for	 invoices	 and	
cash	flow	was	jailed	for	30	months	in	January	2022	after	
siphoning more than £81,000 from the company they 
worked	 for.	 The	 finance	 manager	 had	 racked	 up	 credit	
card debt and started funnelling the money from their 
employer in 2016. They invented bogus invoices and paid 
large sums of cash into a bank account that they shared 
with their partner. The court heard that they used an ex-
employee’s login details as well as their own to help move 
the money.

  A senior accountant for a software company fraudulently 
transferred more than £226,000 of their employer’s money 
to their own bank accounts. The fraud was uncovered 
when	a	finance	manager	noticed	a	number	of	unauthorised	
payments. When challenged, the accountant stated 
that they could explain the transactions but no further 
information was provided, and a police investigation 
established that the monies were transferred into the 
accountant’s three bank accounts. They were sentenced 
in	January	2022	to	two	years	in	prison	after	pleading	guilty	
to fraud by abuse of position.

  A couple over claimed the hours they worked in supporting 
members of the community in a fraud of around £40,000. 
The	 frauds	were	against	 two	companies	who	offer	direct	
payment facilities for local residents but the payments 
were funded by the local authority. The couple had been 
support workers, known as personal representatives, 
for a number of people and assisted with daily living 
tasks such as shopping or cleaning. One of them 
was found guilty of two counts of fraud following 
a Crown Court trial and was jailed for two years 
and	nine	months	in	January	2022.	The	other	was	

found	not	fit	to	stand	trial,	but	after	a	trial	of	the	facts	of	the	
case,	the	jury	made	findings	of	fact	in	relation	to	two	counts	
of fraud, two counts of theft and possession of criminal 
property. The thefts concerned the defendant persuading 
one local resident to gift them a sum of over £51,000 and 
persuading another to withdraw cash of over £22,000 when 
there was no reason to do so. They were handed a two 
year	supervision	order	by	the	Judge.

	 	A	 serving	member	 of	Metropolitan	 Police	 staff	 has	 been	
convicted	 of	 fraud	 and	 theft	 offences.	 Intelligence	 was	
received that they had stolen cameras, lenses and other 
electrical equipment from stores before selling them on 
eBay for personal gain. A warrant was executed at their 
home and a number of items were seized with serial 
numbers matching those on the police storage database. 
The equipment was worth around £7,000. The police 
employee pleaded guilty and was handed a prison 
sentence of 16 weeks, suspended for 18 months in April 
2022.

CASE STUDY 1:

Charity Manager sentenced for £145,000 
credit card and petty cash fraud
An	ex-manager	of	an	autism	charity	was	jailed	in	January	2022	after	an	investigation	found	that	they	had	used	the	organisation’s	funds	
for personal items including holidays and concert tickets. The manager spent over £145,000 on the company’s cards without permission 
and withdrew money using the cards which they used for fraudulent petty cash transactions, creating false receipts. They also covered 
their overspending by creating false invoices. Their role had included organising residential stays and day trips and as a senior member 
of	staff	they	were	entrusted	with	debit	and	credit	cards	to	access	funds.	At	court	they	pleaded	guilty	to	fraud	by	abuse	of	position,	fraud	by	
false representation and false accounting, and they were sentenced to three years and four months in prison.
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The content of this document is intended to give general information only. Its contents should not, therefore, 
be regarded as constituting specific advice, and should not be relied on as such. 

No specific action should be taken without seeking appropriate professional advice.

SCAM ALERT:

Scams and fraud increasing at an unprecedented rate
People	are	more	likely	to	fall	victim	to	fraud	or	cyber	offences	above	any	other	crime	according	to	the	Office	for	
National Statistics. 

The	National	Cyber	Security	Centre	(NCSC)	reports	that	a	record	number	of	scams	(2.7	million	in	total)	were	
removed from the internet in 2021, nearly four times more than in 2020. Fake celebrity endorsements and vac-
cine passports were among the common scams taken down by the NCSC’s service – the Active Cyber Defence 
programme.

If you are suspicious about an email, forward it to: report@phishing.gov.uk. Never click on links in suspicious 
emails.

If you are suspicious about a text message, forward it to the number 7726, which is free-of-charge.

If you believe you are the victim of a fraud,  report this to Action Fraud as soon as possible by visiting Action 
Fraud  or calling 0300 123 2040.

Contact your bank immediately if you think you may have lost money.

If you receive a call purporting to be from your bank, but you are unsure whether it is genuine, hang up and dial 
159. This is the secure number that connects you directly to your bank.
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If your organisation requires any proactive or reactive counter fraud support or advice, contact 
the Director of Anti-Crime Services, for further discussion:

 Melanie Alflatt, Email: melanie.alflatt@tiaa.co.uk

Insider Threats
The case study and the court round-up highlight the insider threats to organisations – employees looking for additional ways to 
supplement their income. 

The	rise	in	living	costs	affecting	most	people	in	the	UK	is	likely	to	result	in	an	increase	in	fraudulent	conduct,	such	as	exaggerated	
expense claims or false overtime timesheets. Organisations should review their policies and procedures to mitigate against workforce 
fraud risks.

Cifas	(the	UK’s	leading	fraud	prevention	community)	reported	in	December	2021	that	1	in	13	UK	adults	has	been	involved	in	fraudulent	
conduct in the previous 12 month period, with those under 35 most likely to be involved.
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