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Fraudsters are taking advantage of the ease of online 
banking and can pretend to be from your bank or 
HMRC as examples. They will contact you via email, 
text message, a phone call or social media and state 
that there is suspicious activity on your account. The 
criminal will say that they have set up a safe account 
for you to transfer your money into – but this is the 
fraudster’s account.

If you have been the victim of a scam or fraud, please 
report it to Action Fraud on 0300 123 2040 or at www.
actionfraud.police.uk  Contact your bank immediately if 
you think you may have lost money.

How to protect yourself

Be suspicious if someone contacts you unexpectedly 
purporting to be from your bank, even if they say they are in 
a position of authority.

Ask for their details and verify if they are genuine using 
known contact information. You can now get through to 
your bank’s fraud prevention service by dialling 159.

A genuine official from any organisation will never ask you to 
verify your PIN or password.

Remember your bank will never set up a “safe” account for 
you.


