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As many students will be preparing to start a university 
course in September, HMRC is warning of potential 
scams, especially as students will inevitably be new 
to interacting with HMRC and taking on part-time jobs.

Many of the scams purporting to be from HMRC 
offer fake tax refunds, which HMRC will never 
offer by text or email. Fraudsters will be aiming 
to steal personal and financial information when 
people click on links in these texts or emails and 
malware can also be downloaded onto your device.

In September 2021, HMRC confirmed that over 
5,000 scams had been reported to them by 18 
to 24 year olds in a period of just two months.

Another similar scam targeting university students is 
fake emails or texts purporting to be from the Student 
Loans Company (SLC). These will ask recipients to 
confirm their bank details for the loan to be paid into, 
often received around the time the loan instalment is due.

If you have been the victim of a scam or fraud, 
please report it to Action Fraud on 0300 123 2040 
or at www.actionfraud.police.uk  Contact your bank 
immediately if you think you may have lost money.

How to protect yourself

Be suspicious of any request for personal or financial 
information by text or email. HMRC and SLC will never ask 
for bank details in this way. Question the source if you think 
it may not be genuine.

Check for bad grammar and spelling mistakes in emails as 
this is a common sign of a phishing email. Also check the 
sender’s email address – does it look right?

Never be pressurised into responding quickly. Phishing 
emails are designed to convey a sense of urgency. Always 
stop and think before replying or clicking on a link.

If you have received an email which you are not sure 
about, forward it to the Suspicious Email Reporting Service 
(SERS): report@phishing.gov.uk

Suspicious text messages should be forwarded free of 
charge to 7726 which enables your phone provider to 
investigate the origin of the text and take action.


