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Welcome

Welcome to TIAA’s Security and Risk Management Service newsletter

During the summer, crime rates increase across the board. Longer days and warmer weather causes people to spend
more time out of their homes and this leads to tension. Because of this increase in crime, there is a heightened security
risk during the summer months.

There is often an increase in violence and aggression. The long hot days lead to people congregating, drinking alcohol
or using other substances, and can often lead to increased tension. Crimes of most types rise during the summertime.
Be sure to take proper precautions during the summer months and use the opportunity to improve your current
security measures.

One of the biggest risks to your property because of the warm weather is trespassing and theft. Unauthorised persons
sneak into properties during this time of the year, as opportunist crime rises due to the increased cost of living.

This summer edition covers developing dynamic lockdown procedures, the importance of a positive Security Culture,
security news updates and how to report a security incident.

Report Your Concerns and please don’t be afraid to raise any security related concerns that you may have. You can
report your concerns via your organisations incident reporting system and contact us for advice and support using
these contact details.

security@tiaa.co.uk

Disclaimer:
] aI!inf_ormation only. Its contents should not, therefore, be regarded
ed on as such. No specific action should be taken without seeking

te professional advice.
aF
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Developing Dynamic Lockdown Procedures

This article provides guidance to develop procedures to dynamically lockdown sites in response to a fast-moving
incident such as a firearms or weapons attack, either directly at the site or in the vicinity.

Dynamic lockdown is the ability to quickly restrict access to a site or building through physical measures in response
to a threat, either external or internal. The aim of lockdown is to prevent people moving into danger areas and
preventing or frustrating the attackers accessing a site. It is recognised that due to their nature some sites may not
be able to physically achieve lockdown.

Those seeking to conduct attacks often undertake a level of planning including hostile reconnaissance. All
opportunities to detect and deter threats at the attack planning phase should be taken. Presenting a strong security
posture through visible and effective activity, for example by staff awareness and reporting processes, efficient
use of CCTV, deterrent communications and active security zones. If preventing an attack has not been possible,
the ability to frustrate and delay the attacker during the course of the attack and reduce the number of potential
casualties can be greatly increased through dynamic lockdown.

Advance planning of what needs to be done to lockdown a site and recognising the need for flexibility in those plans
will save lives. Planning should consider; how to achieve effective full or partial lockdown, how to let people know
what’s happening, training your staff, Run Hide Tell guidance from the Police.

In your planning, identify all access points in both public and private areas of the site. Remember, access points
may be more than just doors and gates. Identify how to quickly physically secure these points. Identify how your
site can be sectored to allow specific areas to be locked down. Staff roles and responsibilities should be included in
the plans. Staff must be trained to act effectively and made aware of their responsibilities. Stopping people leaving
or entering the site — direct people away from danger. Ability to disable lifts without returning them to the ground
floor should be considered. Processes need to be flexible enough to cope with and compliment invacuation and
evacuation. Various options exist to let people know what’s happening depending on the nature and occupancy
of the site, these include; Public Address (PA) system, internal messaging systems; text, email, staff phones, “Pop
up” messages on employees computers / internal messaging systems, a dedicated “Lockdown” alarm tone, Word
of mouth: For multi occupancy sites,;métheds of communication between all businesses need to be considered.
Likewise, working with surrounding'businesses will not only benefit situational awareness but build effective lines
of communication.

Use of fire alarms should be avgided to reduce incorrect response to an incident. Due to the fast-moving nature of
incidents that require lockdown'it is important that all staff'are able to act quickly and effectively. Train all staff.to
ensure people know what is expected of them, their roles and responsibilities. Check staff understanding, regularly
test and exercise plans with;staff and regularly refresh training.

Firearms 'and weapons attack™ ‘Stay Safe’ principles (Run Hide Tell) give some simple actions to considerat an
incident/and the information that armed officers may need in'the event of a firearms and weapons attack®RUN - if
you can, if not then HIDE. TELL - Call 999, tell the Police your location, description of the suspects, any casualties,
building information.

Source: www.protectuk.police.uk
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Security Culture

Developing and sustaining an effective security culture is an essential component of a protective security regime and helps
mitigate against a range of threats that could cause physical, reputational or financial damage to organisations.

Security culture refers to the set of values, shared by everyone in an organisation, that determine how people are expected
to think about and approach security. Getting security culture right will help develop a security conscious workforce, and
promote the desired security behaviours you want from staff.

The benefits of an effective security culture include:

a A workforce that are more likely to be engaged with, e Awareness of the most relevant security threats

el Falie e toinillolliny oy, ey ewl iz @ Employees are more likely to think and act in a

Q Staff feel safer, improving staff retention security conscious manner
6 Reduced risk of insider incidents

Many organisations want to embed an effective security culture where security is a collective responsibility shared
by everyone in an organisation.

e Staff not wearing their pass in the office or e Measure employee’s perceptions of how well security
forgetting to remove it when they leave work. is working, and highlight where improvements in security

culture are required.
@ Computers left unlocked when staff are away from

their desk. @ Assess employees understanding of the relevant
e - ) ) ) threats, their security responsibilities and their motivations
a Staff continuing sensitive discussions outside the to be security conscious.

meeting room.

- : a Understand how frequently employees are performing
9 Sensitive documents being left out for anyone specific security behaviours and what might encourage
passing by to see. them to do them more often.

e Sensitive materials being destroyed inappropriately,
such as not using a shredder.
: ) ) . Source: National Protective Security Authority (NPSA)
e Staff ignoring company security policies and WWW.Npsa.gov.uk
measures.

@ Letting visitors walk around the office unescorted or
without a pass.

e Shed light on current and desired strategic
approaches to security present in your organisation.
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News Updates

An NHS nurse was jailed after he stole more than £100,000 from vulnerable patients. Kevlin Ramasta abused his
position of trust whilst working at a hospital in Cambridge. He admitted three counts of theft at Peterborough
Crown Court and was sentenced to four and a half years imprisonment. Ramasta stole bank cards, forged
signatures on cheques and opened a new bank account under a patient’s name in order to transfer stolen cash.

Source:

On 15 April 2024, a 16-year old was jailed for seven years following a music festival terror plot. The individual
had developed an “Islamic extremist mindset” and intended to attack people he believed had insulted Islam.
The individual had researched the Isle of Wight Music Festival repeatedly as well as weapons, vehicles, and
stab vests. The individual also plotted to conduct a Bladed Weapons attack against individuals who worked
with him at a specialist education provider. Counter terror officers arrested the teenager on 11 July 2022. He
was found carrying a knife and notes detailing aspects of his plot.

Source:
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How to Report Incidents

Your Anti-Crime Specialist (ACS) / Local Security Management Specialist (LSMS) can only help with anincident,
or suspected incident, if you report it.

If I need to report an incident, what should | do?
Report the incident on your incident reporting system.
This will allow appropriate support staff to be notified, in order to follow up on relevant actions.

What happens next?
What happens next will depend on the seriousness of the incident.
In the first instance, a line manager or relevant expert will identify the most approporiate way forward.
In the case of a serious incident, this will then be reported to the appropriate authorities;
Your organisation’s ACS /LSMS  Health & Safety Executive (if required by law) Police
Your ACS / LSMS will acknowledge that a report has been received and ensure that the
appropriate action is taken promptly.

Who will investigate the incident?
The investigation of violent incidents falls primarily with the police. If the police do not take action or
the Trust is not satisfied with the outcome, your ACS/LSMS will undertake an investigation.

What will the investigation involve?

You may be required to speak to the police and/or your ACS / LSMS.
If appropriate, you and any witnesses would be asked to make a formal statement.

Who will support me?
Your ACS / LSMS will provide support until any investigation or other action has been concluded
and will keep you informed throughout the process.

Will I have to go to court?
Anyone who makes a statement may be required to go to court, but this is not always necessary.
An assailant may plead guilty in the early stages of proceedings and attendance at court would
therefore not be required.

What will happen to the person who assaulted/abused me?
If the incident is the result of their illness, the case will be reviewed by the clinicians involved in
their care. If the incident is investigated, the following sanctions are available;
Criminal prosecution Civil action Warning letters
Restricted access to hospital premises Withdrawal of treatment

For more information about how our Anti-Crime Team can help you, please contact:

Jonathan Gladwin Inge Damiaens Carver Tedstone
Director of Anti-Crime Services Anti-Crime Manager Anti-Crime Specialist
T 07833 915 468 T07768 560 261 T 07876 547 691

E E E
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Preventing Violence
and Aggression

KEEPING OUR SERVICES SAFE FOR EVERYONE

9 The staff in this Trust have the right to work e REE LA @ EERGATY eeEl, [FLER S
in a safe and supportive environment CONTACT TIAA.

Q Service users have a right to safe and
0845 300 3333

0 People visiting our services have a right to

be safe

VIOLENCE AGAINST OUR STAFF, SERVICE USERS AND VISITORS IS A CRIME.
WE WILL TAKE ACTION AGAINST ANYONE WHO BEHAVES IN A VIOLENT OR
AGGRESSIVE WAY.

If you have any security concerns, please contact tiaa.

— T:08453003333 | E:security@tiaa.co.uk | www.tiaa.co.uk




