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Welcome

Welcome to TIAA’s Security and Risk Management Service newsletter

Welcome to the Spring 2025 edition of Security Focus. As we step into the new season, we also prepare for the unique
security challenges that spring often brings.

Historically, spring tends to see an uptick in specific crimes, such as theft of personal property, workplace violence
incidents, and vandalism. With increased foot traffic in our facilities and warmer weather drawing more visitors, our
vigilance becomes even more critical.

In this edition, we’ll introduce you to your security management team, how to report a security incident and how
to respond effectively. We’ll explain what security management is and how it helps to foster a culture of safety that
mitigates risks of violence and aggression and other crime. We’ll also provide you with the latest update on the
Terrorism (Protection of Premises) Bill.

By working together and staying informed, we can ensure that our environments remain safe, secure, and welcoming
for all. Thank you for your ongoing commitment to protecting our staff, patients, and visitors.

Here’s to a safe and successful 2025.

Report Your Concerns and please don’t be afraid to raise any security related concerns that you may have. You can
report your concerns via your organisations incident reporting system and contact us for advice and support using
these contact details.

security@tiaa.co.uk

isclaimer:
infpr_matjon only. Its contents should not, therefore, be regarded
d on as such. No specific action should be taken without seeking

professional advice.
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Your Security and Risk Management Team

- JONATHAN GLADWIN
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Jonathan is one of TIAA’s Directors of Audit having
joined the company in 2006. Jonathan has extensive
service with the British Army and has over three
decades of experience in the field of intelligence, risk
management and data protection.

At TIAA, he is responsible for oversight on all aspects
of the service, including developing strategic and
annual plans, presenting to audit committees,
devising, monitoring and reviewing individual audit
assignments and strengthening assurance at every
client. Jonathan has the knowledge and experience
to undertake complex investigations to identify fraud
and improve security at our clients.
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Carver is your Local Security Management Specialist.':‘ 22
A former Police Officer experienced in serious crime
investigations, in 2006 he became an NHS Accredited
Security Management Specialist. ‘Carver has: since
become a Counter Fraud Specialist and a ‘Data.
Protection Practitioner. In 2024 he completed the new A-gualified” Conflict Resolution Trainer and Counter

Healthcare Security Management Specialistilevel 5 Ffauﬁ_--._ Specialist, Inge completed a Post Graduate
qualification = _Diploma in Organised Crime and Counter Terrorism in

. H : o (_\.l_} S 2024'
Carver’s role is to create and maintaingalprosi

culture to protect staff, assets and” property from
crime, in order to ensure'the highest levelsiof care can
be provided. ¥

Inge has worked for TIAA since 2006, initially as an
auditor in the south east. In 2010, she branched out
into securitppPmanagement and became a fully fledged
Security Management Specialist.
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What is Security Risk Management

What is Security Management?

B Engendering a pro-security approach.

M Deterring security incidents and breaches.
B Preventing security incidents and breaches.
M Detecting security incidents and breaches.

M Investigating detected security incidents
and breaches.

What does Security Management cover?

B Anyone working, receiving treatment or visiting
your premises has a right to feel safe and
secure from violence and abuse, both verbal
and physical.

B Funds and assets belonging to the NHS or used
to provide NHS care should be kept safe and
secure at all times.

Who regulates and manages security?

NHS England & Improvement launched the
Violence Prevention & Reduction Standard

in December 2020 which placed a duty on
employers to protect their staff from violence
and aggression.

What are the business risks associated with
weak security?
B Damage to the health and wellbeing of staff.

B Harm to the health and wellbeing of patients
and service users.

B Impact on resources.

B Reputational risk.

B Non-compliance with regulatory standards.
M Financial loss.
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Local Security Management Specialist (LSMS)
The role of the Local Security Management
Specialist (LSMS) is to:

B Ensure local security management meets the

national standards.

B Continually improve and develop local security
provisions and policy.

M Tackle violence against staff.

M Protect staff, property and assets.

B Ensure the security of drugs, prescription forms
and hazardous materials.

B Protect vulnerable high-risk areas such as
paediatric units.

B Ensures that crime is identified and tackled in a
cohesive manner.

B Educate and inform staff about crime in the
health service and other organisations and how
to tackle it.

B Prevent and deter crime by removing
opportunities for it to occur.

B Detecting and prosecuting offenders and
seeking redress where possible.

Our aim is to ensure that staff can work and
service users can experience care and treatment in
an environment that is safe and secure.

Contact details for your Local Security
Management Specialist (LSMS) can be found on
the final page of this document.
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Latest Update on the Terrorism (Protection of
Premises) Bill

The Terrorism (Protection of Premises) Bill, commonly known as “Martyn’s Law,” is a legislative initiative introduced in
the United Kingdom to enhance public safety by mandating that venues and publicly accessible locations implement
measures to protect against terrorist attacks. Named in honour of Martyn Hett, a victim of the 2017 Manchester Arena
bombing, the bill seeks to prevent similar tragedies by enforcing a proactive approach to security.

Legislative Progress

The bill was introduced in the House of Commons on 12 September 2024. The second reading took place on 14 October
2024, followed by the commencement of the Public Bill Committee’s scrutiny on 29 October 2024. The Committee was
scheduled to report by 19 November 2024.

Key Provisions
The bill categorizes premises into two tiers based on capacity:

e Standard Duty Premises: Venues where 200 or more people may be present at any time. These venues are
required to implement basic public protection measures, including evacuation procedures and providing information
to reduce the risk of physical harm during a terrorist attack.

e Enhanced Duty Premises: Larger venues with a capacity exceeding 800 individuals. These venues must undertake
more comprehensive security measures, such as conducting risk assessments, implementing security plans, and
training staff to respond effectively to potential terrorist threats.

Scope and Impact

The legislation applies across the UK and encompasses a wide range of publicly accessible locations, including:
®  Retail establishments

e  Hospitality venues

e  Healthcare facilities

e Educational institutions

e  Places of worship

e  Entertainment venues

Approximately 155,000 venues fall under the standard tier, while around 24,000 are classified under the enhanced tier.
Non-compliance with the bill’s provisions can result in substantial fines, emphasizing the importance of adherence to
the mandated security measures.

Rationale Behind the Bill

Since 2017, UK agencies and law enforcement have disrupted 39 late-stage plots, and there have been 15 domestic
terror attacks. These incidents have highlighted the vulnerability of public venues to terrorist activities, underscoring
the need for a legislative framework to enhance security measures across various premises.

Next Steps

As of January 2025, the bill'is progressing through Parliament. Stakeholders, including venue operators and the public,
are encouraged to stay informed about the bill’s developments and prepare for its implementation by reviewing and
enhancing their security protocols accordingly.

Source: Terrorism (Protection of Premises) Bill: Overarching factsheet
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IF1 NEED TO REPORT AN INCIDENT, WHAT SHOULD I DO?
Report the incident on your incident reporting system. This will allow appropriate support staff to be
notified, in order to follow up on relevant actions.

WHAT HAPPENS NEXT?
What happens next will depend on the seriousness of the incident. In the first instance, a line manager
or relevant expert will identify the most appropriate way forward. In the case of a serious incident, this
will then be reported to the appropriate authorities.
— Your organisation’s LSMS

— Health & Safety Executive (if required by law)
— Police

—> NHS Counter Fraud Authority

Your LSMS will acknowledge that a report has been received and ensure that the appropriate action is
taken promptly.

WHO WILL INVESTIGATE THE INCIDENT?
The investigation of violent incidents falls primarily with the police. If the police do not take action or
the Trust is not satisfied with the outcome, your LSMS will undertake an investigation.

WHAT WILL THE INVESTIGATION INVOLVE?
You may be required to speak to the police and/or your LSMS. If appropriate, you and any witnesses
would be asked to make a formal statement.

WHO WILL SUPPORT ME?
Your LSMS will provide support until any investigation or other action has been concluded and will keep
you informed throughout the process.

WILL | HAVE TO GO TO COURT?
Anyone who makes a statement may be required to go to court, but this is not always necessary. An
assailant may plead guilty in the early stages of proceedings and attendance at court would therefore
not be required.

WHAT WILL HAPPEN TO THE PERSON WHO ASSAULTED/ABUSED ME?
If the incident is the result of their illness, the case will be reviewed by the clinicians involved in their
care. If the incident is investigated, the following sanctions are available.

— Criminal prosecution  —> Civil action

— Warning letters
—> Restricted access to hospital premises

—  Withdrawal of treatment

Edition 9: 2025 SECURITY FOCUS 6




SECURITY FOCUS

Preventing Violence
and Aggression

KEEPING OUR SERVICES SAFE FOR EVERYONE

. . s . IF YOU HAVE ANY SECURITY CONCERNS, PLEASE
Q The staff in this organisation have the
right to work in a safe and supportive CONTACT TIAA.

environment

Q Service users have a right to safe and
therapeutic care

Q People visiting our services have a right to
be safe

VIOLENCE AGAINST OUR STAFF, SERVICE USERS AND VISITORS IS A CRIME.
WE WILL TAKE ACTION AGAINST ANYONE WHO BEHAVES IN A VIOLENT OR
AGGRESSIVE WAY.

If you have any security concerns, please contact tiaa.
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